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Executive Summary 
The ISM Community Top Ten is an awareness document that describes a series 

of key issues that organizations should immediately understand. The 

importance of corporate Governance, Risk and Compliance (GRC) is driving 

business decisions and corporate strategies in the information age. Many 

organizations GRC strategies don’t include information security management 

as a foundational component, and for those that do, it is often incomplete and 

we believe this to be a significant oversight. Information security is necessary 

to manage security risks and should be an essential component of any GRC 

strategy supporting modern business. 

This Top Ten list describes key concepts that should be part of any effective 

information security program.  

Organizations can quickly compare their current information security program 

against this Top Ten list and determine if and whether they need to improve.  

This document does not attempt to address every issue, nor does it provide a 

blueprint for addressing corporate information security as a whole. It does, 

however, provide a collective list of the ten things we believe companies 

should be doing. The list also provides high-level guidance from many of the 

most experienced CSO’s and security experts in the industry with “tips and 

tricks from the field”. It is written from real world experience: it is not a thinly 

disguised product marketing paper and does not gloss over these important 

issues.  

We urge all companies to examine their own corporate practice and strategy 

against the ISM Community Top Ten and take action accordingly. 

 

Tim Smith 

 

Tim Smith, Director, Bridge Point Communications (main 

author) and The ISM-Community Team 
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Background 
The establishment of the ISM-Community and subsequent release of this 

document is a good indication of the continuing maturity of the Information 

Security market. There are numerous publications that deal with technology 

driven security but very few that focus on the actual management of security 

and embedding it into the culture and daily life of how a company runs and 

does their business. Most of what has now become Information Security 

Management owes its starting point to risk management that has been 

employed by organizations in the financial and insurance sectors for many 

years. To further mature the Information Security Management area, the same 

concepts of information sharing needs to take place, similar to how technology 

based security had its grounding and continues to develop. Most of the aspects 

of a sound Information Security Management regime do not give an 

organization a competitive advantage so it makes sense for a true community 

to share information that helps professionals in the field and the organizations 

they support. Information Security Management is the next wave of security 

and I urge all of us to share our experiences and further educate organizations 

and security professionals alike, using forums such as the ISM-Community.  

Credits 
We would like to thank and recognize the following individuals for their help in 

creating and reviewing this document. 

Tim Smith, Director, Bridge Point Communications, Mark Curphey, CTO, 

SourceClear, Andrew Yeomans, Vice President, Global Information Security at a 

leading investment Bank, David Harley, Small Blue-Green World Security, Gary 

Hinson, PhD, Paolo Ottolino, Mano Paul, IT Strategist, Dell Inc., Chris Keogh-Ly, 

Head of Information Security for an International Bank, Ed Bellis, CISO, Orbitz 

Worldwide, Justin Somaini, Director, Information Security, VeriSign, Tim Cook, 

IT Security Manager, Suncorp. 
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The Top Ten 
The ISM-Community Top Ten Information Security Issues (in no particular 

order) are: 

1. Obtain and Maintain Executive Sponsorship and Commitment 

2. Encourage Company-Wide Support and Participation 

3. Use, Adopt and Align to Industry Standards 

4. Make it Easy for People to do the Right Thing 

5. Document, Publish and Refine your Processes 

6. Recognize that Training and Awareness is Key 

7. Manage Risk, not Security 

8. Manage with Facts and Numbers 

9. Avoid the Compliance Trap 

10. Leverage Corporate Business Initiatives 

On the following pages a brief description of each issue is followed by “Tips 
and Tricks from the Field”; real-world examples from industry experts who deal 
with these issues on a day-to-day basis. 
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1. Obtain and Maintain Executive Sponsorship and 

Commitment 

Information security programs yield better results for the business if they are 

driven and publically supported by executive management. Organizations 

should ensure that their information security programs have the appropriate 

level of executive sponsorship with ongoing, long-term commitment, and to do 

that, you need to convince the executive first.  Having done so, the 

commitment should include an appropriate budget to implement and to 

maintain the program; a commitment to develop and maintain a company 

culture that includes information security as an integral (and transparent) part 

of that culture, and a commitment to publicly endorse and sponsor the 

program. 

Tricks and Tips from the Field provided by Andrew Yeomans, Vice President, 

Global Information Security at a leading investment Bank. 

 The first rule should be to do your homework thoroughly and 

understand the business your company is in, as well as the points of 

view of the CEO, CFO and key executives, including the General Counsel.  

Recognize that while you may have been brought in to determine the 

solution, that does not necessarily mean they will blindly accept your 

proposal.  Unless you can identify relevant risks to the company, and 

either identify or scratch the itch the company should be worried about, 

you will not have the credibility to gain executive sponsorship. 

 Identify the risks relevant to your company and quantify what is at stake.  

Where you can credibly estimate costs or losses (e.g., a breach of 

confidential customer data), do so.  Where you are uncertain (e.g., 

shareholder value; brand equity), rely on experts within your company. 

 Make the case.  Map out what the need is, what the available options 

are (including doing nothing) and what the outcomes are and present 

the case. Go in to that presentation knowing that the issues you’ve 

identified, as well as the options, already have the approval of key 

influencers and stakeholders. 
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 Establish a executive presentation cycle.  Semi-annual presentations 

over the state of security, identified risks, projected risks, progress on 

resolutions to previously identified issues and largest pain points is 

paramount.  This enables the executive staff to have and insight into 

what’s going on at a macro level to understand what the “real” issues 

are.  This should be on a scheduled basis and part of a cycle as opposed 

to a “single report” when an issue arises.   

 Good news travels fast. Find the influential sneezers in your organization 

and solve their information security-related problems for them. Ask 

them to sponsor solutions and to work in partnership on publicly visible 

projects. This is probably one the most powerful awareness campaigns 

you can undertake. 

 Executive sponsorship should extend far beyond simple acts like the CEO 

signing the information security policy. Build a solid business case for 

security improvements and get commitment to a long-term roadmap 

and then obtain commitment for bites of this on a year by year basis.  

Don’t neglect to measure what you achieve in business terms – security 

metrics is a tricky topic but demonstrably positive results (or the lack 

thereof) can make or break an information security program. 

 "Behavior breeds behavior". This is the very essence of why executive 

sponsorship and commitment is so very important. It usually only takes a 

few cases of executive enforcement or public declarations of intent to 

allow you to manage in an equilibrium with community policing. Plan for 

failure as well, and make sure the executive is never left holding the can.  

 Remember Spaf’s First Principle of Security Administration: “If you have 

responsibility for security, but have no authority to set rules or punish 

violators, your own role in the organization is to take the blame when 

something big goes wrong.” (Prof. Eugene Spafford) The point is not to 

stomp around in Size 12 Security Jackboots, but to ensure that there will 

be understanding and support when you see an urgent need for 

corrective action. 
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 A memo from the executive works wonders. Work towards getting the 

top official of the organization send a memo to the Company personnel 

worldwide about his/her support for the information security program. 

Resistance to accept and follow information security programs is 

reduced drastically and adoption is almost instantaneous. 
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2. Company Wide Support and Participation 

Security programs are more successful when they are aligned to support the 

goals of the business and have active participation from all business units. By 

understanding the needs of each business unit and aligning your company’s 

information security program to support the specific goals and unique 

challenges of the business, corporate information security to be seen as 

"adding value" rather than as an operational cost. This, in turn, promotes an 

upward spiral of greater participation and self-improvement and is often 

referred to as ‘Community Policing’. Companies should adopt Community 

Policing as a valuable business development tool. 

Tricks and Tips from the Field provided by Andrew Yeomans, Vice President, 

Global Information Security at a leading investment Bank. 

 Develop relationships with your stakeholders. Even with Executive 

sponsorship, there are always stakeholders in your program who stand 

to benefit – or suffer – from your proposed program.  Key stakeholders 

usually include IT, Legal and Compliance, Internal Audit, Software 

Development and Human Resources.  Try to find how each might be 

your customer and treat them as such.  Also, understand where you may 

be their customer and be a good customer who has a shared interest in 

their success. 

 Understand your company’s challenges. Whilst this may seem obvious, 

challenges that a business department sees are usually very different 

from the same challenges viewed through the lens of the information 

security department. My advice: adjust your lens and view the business 

as if you were in someone else's shoes, such as the CEO or Chairman of 

the Board. 

 Find champions. Get sponsorship for your initiatives within the business. 

Avoid the temptation of "going for glory" and rolling out projects 

yourself. Partner with those developing wider business objectives and 

develop a plan that will most effectively achieve the biggest impact. The 

concept of Community Policing is about leveraging the fact that the 

community trusts its own leaders more than it trusts authority. Your job 
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is to find those community leaders and work with them to find the best 

ways to implement joint solutions.  

 Develop long-term plans with regular, ongoing activity. Initial big wins 

can be gained from champions solving immediate problems with 

innovative solutions. However, if you are to create an ongoing culture of 

information security, then you have to make sure you have a plan with 

regular activity. Effective plans are developed in conjunction with the 

community and sponsored by your champions. Regular activity means 

information security is always present (but never obtrusive).  

 Create a working group comprising of management and non-

management personnel representing key business stakeholders, 

executives, legal, privacy, audit, operations, development, testing, 

support and information security and facilitate periodic (at least once 

monthly) meetings using this to share security initiatives and status, 

while listening to the company’s needs and direction. 
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3. Use, Adopt and Align to Industry Standards 

Security programs should adopt established information security management 

standards like the ISO/IEC 27000 series and embrace IT standards such as 

COBIT (Control Objectives for Information Technology - 

http://www.isaca.org/), PAS77:2006 - http://www.bsi-global.com, NIST 800-34 

- http://www.nist.gov and ITIL (Information Technology Infrastructure Library - 

http://www.itil.co.uk/; http://www.itsmf.com/index.asp.) These, of course, 

should be tailored to meet the optimal needs of the business. While neither 

perfect nor a panacea, the ISO 17799/ ISO 27001 standard is reasonably widely 

adopted and well respected. The standard defines components of an 

information security management program and its associated processes. Its 

adoption enables companies to leverage existing work in the public domain, 

and to interoperate with other businesses more effectively and efficiently. 

Tips and Tricks from the Field provided by Ed Bellis, CISO, Orbitz Worldwide 

 Firstly, know who are the regulators in your industry and what rules or 

guidelines, if any, they set for Information Security.  This will probably be 

your first visitor, so be prepared.  Define a strategy for how you will 

respond. 

 Use industry standards wisely. When choosing a standard for your 

organization, be sure to incorporate the risk appetite of the business. 

Involve key stakeholders and process owners to ensure the security 

standards are appropriate for the risks being addressed. We recommend 

adopting standards developed by official standards bodies like ISO 

(International Organization for Standardization – www.iso.org ) and NIST 

(National Institute of Standards and Technology – http://www.nist.gov ) 

These organizations have formal and rigorous processes in place and in 

general produce quality and well-thought-out standards. We 

recommend the ISO27000 series and NIST (or regional equivalents). 

Also, consider British Standards Institute documents such as BS25999 for 

Business continuity. 

 Build on Existing IT Frameworks. Many IT organizations use IT 

management frameworks such as ITIL or COBIT. Hook information 

http://www.isaca.org/
http://www.bsi-global.com/
http://www.nist.gov/
http://www.itil.co.uk/
http://www.itsmf.com/index.asp
http://www.iso.org/
http://www.nist.gov/
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security processes in to existing IT and business processes where 

appropriate to minimize change. 

 Shape to fit. No industry standard is going to fit exactly into your 

organization. Take industry best practices and blend them to fit your 

organizations unique needs. Choose a standard that will address the 

regulations that apply to your business and industry and not the other 

way around. Building a security control framework based on standards 

will increase the security posture of the organization while addressing 

various compliance requirements. Focusing on compliance only may not 

allow you to achieve the appropriate security controls to manage risk. 

 The ISO/IEC 27000 family is growing with three standards already 

released (27001, 27002 and 27006) and several more in development 

e.g.  

o 27000 Security techniques -Information security management 

systems - Overview and vocabulary 

o 27001:2005 ISMS Requirements. Replaces BS/AS7799-2 

o 27002:2007 Code of Practice for Information Security 

Management. This is the potential new standard number of the 

existing ISO 17799 standard (which itself was formerly known as 

BS7799-1) 

o 27003 will offer ISMS implementation guidelines 

o 27004 will cover information security metrics and measurements 

o 27005 Information Security Risk Management  

o 27006:2007 This standard will provide guidelines for the 

accreditation of organizations offering ISMS certification. 

Note. Some of the specifics of these standards are not completely ratified and 

may change over time. It is recommended to regularly check 

http://www.standardsinfo.net/isoiec/index.html to get an accurate picture of 

the standards as they develop as well as http://www.iso.org . It’s also worth 

looking at http://www.iso.org/iso/en/iso9000-

http://www.standardsinfo.net/isoiec/index.html
http://www.iso.org/
http://www.iso.org/iso/en/iso9000-14000/msstandards/pdf/info_2.pdf
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14000/msstandards/pdf/info_2.pdf to gain an understanding as to how 

ISO/IEC 27001 has developed. 

Other notable standards from ISO/IEC include: 

 ISO/IEC 13335-1:2004 Information technology - Guidelines for the 

Management of IT Security - http://www.iso.org 

 ISO/IEC TR 18044:2004 Information technology — Security techniques — 

Information Security Incident Management – http://www.iso.org 

 ISO/IEC 21827:2002 Systems Security Engineering Capability Maturity 

Model (SSE-CMM). This is a publicly available standard that can be 

downloaded from 

http://isotc.iso.org/livelink/livelink/fetch/2000/2489/Ittf_Home/Publicly

AvailableStandards.htm 

 

http://www.iso.org/
http://www.iso.org/
http://isotc.iso.org/livelink/livelink/fetch/2000/2489/Ittf_Home/PubliclyAvailableStandards.htm
http://isotc.iso.org/livelink/livelink/fetch/2000/2489/Ittf_Home/PubliclyAvailableStandards.htm
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4. Make it Easy for People to do the Right Thing 

Making it easy for people to do the right thing is a simple and effective 
technique to gain corporate wide support for and participation in an 
information security program however, successful implementation is often 
as a result of persistent hard work over a period of time. Remember that 
we are talking about Information, not IT - in other words the remit extends 
well beyond the IT Department.  Many information security departments 
are introspective; they write and publish documents and guidance for 
themselves, not for the business at large. Information security programs 
should get back to basics and make it easier for people to do the right thing 
than to do the wrong thing. This includes writing and publishing accessible 
and useful policies, standards, procedures and guidance. The focus for all 
guidance should be "how to do things securely" as opposed to simply 
"What not to do". Ensure there is an easy process for additional support 
(asking clarifying questions). Where security technology is being evaluated, 
place ease of use and management high on the priority list. Security should 
be integrated into people’s existing environments wherever practical. All 
organizations should make it easier, not harder to do the right thing – strife 
to reduce complexity in processes and systems. 
 
Tips and Tricks from the Field provided by Ed Bellis, CISO, Orbitz 
Worldwide 
 

 Policies and standards should be written without “waffle” or legalese 

and get to the point. All guidance should explain why Information 

Security is important to the company and why it’s important to the 

employee. Use side-bars and diagrams to help put the points across 

succinctly yet effectively. 

 Use reviewers who don’t work in information security or IT as a 

sounding board. Make sure they can they easily read and understand 

your policy and what it means to them.  

 Policies, standards, procedures and guidelines must be relevant to 

peoples jobs and roles. In short, they must be written for the intended 

audience and not for the author. Suitable audience categories might be 

“staff”, “management”, “IT professionals” and perhaps “third parties” 

(clients, customers suppliers and business partners). Try to remember 

what business your company is in; it probably isn’t IT management! 
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 Involve relevant parties when required; high-level corporate policies 

(e.g., Acceptable Use and Email policies) will always require legal 

scrutiny or blessing if they are to be adopted within a company.  

Remember, such policies can effectively be seen either as legal terms 

and conditions of employment, or as contract terms.  And if Human 

Resources are expected to endorse and require such policies, you would 

do well to get their blessing too. 

 Some security professionals think their work is so important that people 

will come running to read and consume it. The reality, of course, is that 

to most people information security is just another discipline like health 

and safety. Policies and standards must be advertised to their intended 

audiences. Advertising techniques may help (bright, colourful materials, 

a touch of humour, engaging content, frequent repetition, multiple 

media delivery methods). 

 Make one of the information security team’s mantra “We get people to 

do the right thing (in information security) because they WANT to, not 

because they HAVE to” and train your team members to live it. 

 Make the policies enforceable, even if you choose not to enforce them – 

otherwise they are not policies, they are just a wish-list. 

 Look for cost benefit arguments for automation, wherever possible.  

Where a perfect solution may be difficult to use and may face resistance 

to adoption, an adequate solution that scores high for ease of use and 

management may be the more effective solution overall.  80% adoption 

of something is better than 0% of perfection. 

 Integrate security into each department’s objectives. If security becomes 

a routine part of day-to-day operations it won’t be put on the shelf and 

forgotten. Partner with executive management to ensure employee 

performance reviews incorporate security requirements.  

 Create incentives that align people with the risk appetite of the business. 

Incorporating security related metrics in bonus plans and other 

employee rewards will drive security into business operations. 
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5. Document, Publish and Refine your Processes 

If you ask security departments if they have well defined processes for 

information security they will usually say “Yes.” If you ask them to show you 

their processes, you will usually find that the “Yes” was somewhat overstated. 

Unless processes are clearly and unambiguous documented for key business 

activity, people will always make assumptions and decisions on their own. 

Much work has been undertaken in other areas of IT in Business Process 

Management (BPM). Notation standards, process effectiveness measurement 

techniques and standard executable formats are in widespread use, yet the 

information security industry has been slow to adopt and adapt.  

Organizations should document and publish their information security 

processes, ideally visually with simple-to-follow flowcharts. Processes should 

define roles and responsibilities, activities and where appropriate service level 

agreements (SLAs). By observing and measuring ongoing business activity 

against these processes, organizations can optimize and refine them to 

improve performance and reduce cost. 

Tips and Tricks from the Field provided by Mark Curphey, CTO, SourceClear 

 A process is a series of actions, changes and functions that bring about a 

result. You do not have a process unless you have a closed-loop series of 

actions, changes and functions that bring about a result.  Many people 

will say they have a process such as “we have a vulnerability 

management process” or “we have an incident response process”. A 

process is not a title or name! 

 Visually document your processes. Most people understand visual 

representations of processes like flowcharts and companies should 

visually document their key information security business processes. 

Simple tools like Visio or PowerPoint are often sufficient to get the 

message across (although Business Process Modelling Notation (BPMN) 

tools may offer more advanced features). 

 Publish your processes and procedures on the corporate intranet and 

seek feedback from those that are required to follow them. Engage with 
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users and participants in processes. They will invariably know what does 

and doesn’t work and can often improve them. 

  Measure process effectiveness. Consider comprehensive techniques like 

Six Sigma - http://www.isixsigma.com/sixsigma/six_sigma.asp, or create 

simpler homegrown techniques in the first instance. By measuring 

process effectiveness, breakdowns and performance companies can 

improve their information security posture.  

 If you implement process management correctly you can implement 

business activity monitoring or BAM. Business activity monitoring allows 

you to know if you are doing the right things. This is a critical advantage 

over monitoring technology. 

http://www.isixsigma.com/sixsigma/six_sigma.asp
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6. Recognize that Training and Education is Key 

Training and awareness is one of the most cost-effective and powerful 

techniques any information security program can adopt, and tailored training 

and awareness for all users will pay ongoing dividends. As the famous saying 

goes “catch a man a fish and he will feed his family for a day, teach a man to 

fish and he can feed his family for a lifetime”. Training should range from small 

digestible "sound bites" for business orientated people to deeper technical 

training for IT and development. Companies should develop and maintain 

ongoing corporate-wide information security training and awareness programs 

that become ingrained in the corporate culture.  

Tips and Tricks from the Field provided by, Chris Keogh-Ly, Head of 

Information Security for an International Bank 

 Training must be relevant to individual organizations. Generic training 

material is much less effective than material that is tailored to a specific 

organization, audience or issue. Training material must be positioned 

with relevance to the audience, for instance information security for 

software developers is very different to information security for 

currency traders.  

 Almost all corporate users are also home Internet users. Some 

organizations have developed training material that also provides help 

for employees to be safe at home. By instilling a security culture 

throughout their awareness material companies have found that the 

culture becomes infused into life and everyone benefits. 

 Use Modern Delivery Mechanisms. The days of Death by PowerPoint are 

over. Supplement traditional methods with modern delivery techniques 

like video and interactive web-based training. Training must be engaging 

and effective but don’t neglect the quality of the content. A “Hollywood 

production” Flash video presentation is worthless if the content is 

incomplete, misleading or so ineptly delivered that nobody takes notice. 

 Train all layers of your organization. Often developers who are asked to 

develop secure code have little to no traction when their managers 

don’t see the value of building security in and often see this effort to 
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implement security as a delay in the project schedule. Train 

management and individual contributors in information security 

appropriately.  

 Tailor the training delivery method to the challenge at hand.  Skills 

development benefits far more from hands-on training, whereas group 

discussions and case studies are very effective for building awareness 

and buy-in to a security message.  

 Use real world examples to hook in the viewer to the topic.  Attention 

and retention is much higher with examples of how security issues have 

arisen in other organizations .  

Note: We recommend you take a look at NIST SP 800-50, ‘Building Information 

Technology Security Awareness and Training Program’ 

(http://csrc.nist.gov/publications/nistpubs/800-50/NIST-SP800-50.pdf ).  

http://csrc.nist.gov/publications/nistpubs/800-50/NIST-SP800-50.pdf
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7. Manage Risk, not Security 

Few companies in the world are in the business of security yet all need to be 

sufficiently secure to continue in business. Information security programs 

should focus on managing risk and working with the business to determine, 

achieve and maintain a level of appropriate risk for their business. Risk levels 

are usually best determined by a combination of security advice and business 

acumen. Partnering with the business to determine and manage risk usually 

works best. Corporate information security departments should manage risk in 

conjunction with Risk Management, Legal and Regulatory Compliance, Internal 

Audit and other Governance related functions, not impose maximum security. 

Tips and Tricks from the Field provided by, Chris Keogh-Ly, Head of 

Information Security for an International Bank 

 Develop a language that expresses risk in the language of your business 

(e.g., as a percentage of market risk). 

 Information security departments must understand their business in 

order to understand risk. When was the last time you actually read your 

organization’s mission and strategy statements?  How, specifically, are 

you supporting current strategic initiatives?  Doing so will win you 

friends in high places. 

 Conduct risk assessments and use the results to make informed business 

decisions. Risk assessments can range from simple qualitative 

assessments to detailed quantitative modelling. A consistent and 

repeatable approach to risk assessment is more important than the 

particular methodology; focus on getting results that are “good enough” 

but with the ability and drive to improve continuously. 

 Focus resources on issues that are facing real threats and provide 

business value. Information assets of high value (tangible and intangible) 

to the business should be prioritized. Consider conducting a Business 

Impact Analysis (BIA) to enable this. 

 Understand the business language.  In order to implement Security it’s 

important to ensure that you convey the true risk.  Unfortunately, 

business and IT talk two different languages.  Where applicable, read the 
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organisations annual SEC filings (10k) and quarterly filings (10Q). These 

provide a detailed view of a business and may assist understanding what 

where the organization is deriving its top revenue from.  Target your 

risks to those areas and you may gain more traction. 
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8. Manage with Facts and Numbers 

Information security decisions, particularly where significant investment is 

required, should be factually based. While far from a strict science, information 

security is also clearly not an art, and making business decisions based on 

demonstrable facts simply makes sense. Ensuring you collect, capture and 

analyze appropriate metrics allows companies to make smart business 

decisions and recommendations with justification. Metrics and facts avoid 

making security decisions based on dogma . Metrics are tools designed to 

facilitate decision making and improve performance and accountability 

through collection, analysis, reporting and monitoring the status of measured 

activities. Metrics should be based on things that can be gauged over time (or 

compared against a baseline), rather than a one off ‘measurement’.  

Tips and Tricks from the Field provided by Justin Somaini, Director, 

Information Security, VeriSign 

 Don’t mistake a framework for a metric. ISO 27001 is about auditing 

practices, not about security management, and Annualized Loss 

Expectancy (ALE) lacks precision and reliability. 

 Understand what key security processes exist and develop meaningful 

performance metrics.  For example, measure the presence of critical 

vulnerabilities within an operation over time, with the goal that the 

trend is downwards, due to effective vulnerability management.  Avoid 

bad process metrics that measure only execution (e.g., number of new 

accounts opened). 

 Metrics are directly proportional to the maturity level of the 

organization. Only metrics that are repeatable and consistent should be 

used. This means that the metrics you collate are going to be dependent 

on your organization so avoid generic metrics or at least modify for your 

organization. 

 Determine exactly what you want to achieve from the metrics program. 

Who is the likely audience? What would be pertinent to them?  

 Work with operational risk / business risk groups to get information 

security risks included and prioritised with other business risks. 
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 Be creative in tying in metrics reporting to incidents or cases (in the 

Company or in a Company similar in the industry) always bearing in 

mind, that what cannot be measured cannot be managed.  

Note: We recommend you review the following: 

 NIST SP 800-80 - Guide for Developing Performance Metrics for 

Information Security and its companion standard, NIST SP 800-55 - 

Security Metrics Guide for Information Technology Systems - 

http://www.nist.gov 

 ISO/IEC 21827:2002 Systems Security Engineering Capability Maturity 

Model (SSE-CMM). This is a publicly available standard that can be 

downloaded from 

http://isotc.iso.org/livelink/livelink/fetch/2000/2489/Ittf_Home/Publicly

AvailableStandards.htm 

 Andrew Jaquith's “Security Metrics: Replacing Fear, Uncertainty, and 

Doubt”. The mantra is that good metrics should be consistently 

measured, cheap to gather, expressed as a cardinal number of 

percentage, expressed using at least one unit of measure and 

contextually specific. 

 Look out for the upcoming ISO 27004 - Security techniques -- 

Information security management measurements. A standard that will 

be focused on defining metrics for information security management. 

 

http://www.nist.gov/
http://isotc.iso.org/livelink/livelink/fetch/2000/2489/Ittf_Home/PubliclyAvailableStandards.htm
http://isotc.iso.org/livelink/livelink/fetch/2000/2489/Ittf_Home/PubliclyAvailableStandards.htm
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9. Avoid the Compliance Trap 

After what some regard as the “cash cow” of Sarbanes Oxley 

(http://fl1.findlaw.com/news.findlaw.com/hdocs/docs/gwbush/sarbanesoxley

072302.pdf), many information security consultants and product vendors 

would have you believe the sky is falling (Chicken Little Syndrome) and that 

new regulations like the PCI-DSS (https://www.pcisecuritystandards.org/tech/) 

are key to, and the future of information security. Companies should 

understand which regulations actually apply to them and what the real 

implications of those regulations are. Companies with comprehensive and 

effective information security programs will likely meet many, if not all of the 

requirements of most regulations today and those that may be lurking around 

the corner tomorrow. Companies should not fall into the compliance trap and 

should develop and maintain long term corporate information security 

programs. Most compliance issues are around establishing best-practice and 

there shouldn’t be too many variations on that. 

Tips and Tricks from the Field provided by Mark Curphey, CTO, SourceClear 

 Understand that regulations are a requirement of the law and pay 

them the respect they are due. 

 Don’t mistake compliance with security, and holler if the Executive 

is in danger of doing so.  

 Ticking the boxes doesn’t make you safe: in fact, some regulations 

undermine security. Work with business units to clarify ambiguous 

demands and reconcile conflicting legal and quasi-legal 

requirements. 

 Lawyers and decision makers often prioritise caution over good 

practice. Don’t let urgent countermeasures blackhole because no-

one would accept responsibility for a decision. Seek compromise 

and interim solutions that practitioners and other stakeholders 

can accept. 

 Understand which regulations improve security and which are just 

the costs of doing business. 

http://fl1.findlaw.com/news.findlaw.com/hdocs/docs/gwbush/sarbanesoxley072302.pdf
http://fl1.findlaw.com/news.findlaw.com/hdocs/docs/gwbush/sarbanesoxley072302.pdf
http://fl1.findlaw.com/news.findlaw.com/hdocs/docs/gwbush/sarbanesoxley072302.pdf
https://www.pcisecuritystandards.org/tech/


ISM-Community Top Ten    

Page 25 of 39   27-Jun-07 

 

 Complying with regulations is never going to provide you with a 

business differentiator. 
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10. Leverage Corporate Business Initiatives 

Information security should be an integral part of company culture and not be 

seen by the business at large as an isolated, purely technological function. 

Companies should leverage existing corporate-wide business initiatives that 

will help instil that culture right across the company and, wherever possible, 

information security programs should transparently integrate into these 

company-wide business initiatives and weave security threads into the fabric 

of the organization. 

Tips and Tricks from the Field provided by Mano Paul, IT Strategist, Dell Inc. 

 Map the chosen information security framework to corporate initiatives. 

For example, The ISO17799 “Personnel Security” domain would have a 

higher bearing on the “Employee Winning Culture” corporate initiative 

and not so much on the “Customer Experience” initiative whereas the 

ISO17799 “Business Continuity Management” domain would potentially 

have a higher bearing on the “Customer Experience” initiative over 

“Employee Winning Culture”. Once mapped, if possible, rank these 

mapping (delphi, weighted averages etc) as it would support your selling 

of information security program as part of the overall corporate business 

initiatives. 

 Explain security in terms of business risk as opposed to technical security 

issues – your business is more likely to hear you diligently if you say “we 

could be revoked of privileges to do business in an emerging market  

upon a data disclosure event” 

 Invite the “Executives” to your information security summits – this helps 

in aligning the information security program to the corporate strategy 

and at the same time showcases security in a positive light for the 

business, fosters advocacy and powerful alliances. Embed security into 

major projects from the outset.  Major new production or support 

applications, or infrastructure projects, are the best place to get major 

impact. 

 Seek out widely adopted and well-respected corporate programs with 

the power and influence to get results. Partner with these programs to 

build effective joint programs and broker better relations between IT 

and business departments. For example, the security tenet of 
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“availability” can be implemented, managed and measured within the 

disaster recovery program. 

 Identify information security touch points such as the starters and 

leavers process and work with stakeholder departments such as HR and 

Finance to instil information security.  Consider programs such as 

internal audit.  

 If your company is implementing ITIL or other initiatives, use them to 

your advantage: Any ‘change-agent’ that may be taking place in your 

organization is an opportunity to influence a whole new group in your 

organization. 

 Answer the questions the Board wants to have answered to get 

maximum traction for the information security program visibility. What 

is the revenue potential? What will it cost? What is the risk to the 

company? 
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About the ISM Community 

Overview 

The concept of the ISM Community is simple. We are building a “Community of 

Practice” where people can collaborate on information security both online 

and in person, creating and sharing things that improve everyone’s collective 

working life and that everyone can use for free, without conditions. We don’t 

want the baggage of formal organizations, politics or hidden agendas but do 

want a sensible amount of organization and structure.  

We are currently organized into five key Focus Areas; 

 Identity and Privacy  

 Polices and Standards  

 Risk Management  

 Training and Awareness  

 Commons  

Each focus area works on specific projects. 

How Can You Use Our Projects? 

Our projects are free for anyone to use, in any way they see fit and in any way 

they like. You don’t need to ask permission or worry about restrictive licenses 

where you need to give back modifications to the community. The license we 

use is the Creative Commons license which allows you to do anything you wish 

with projects as long as you don’t claim you created it yourself and keep the 

Copyright statement to that effect. Why did we take this approach? Having run 

other community projects in the past, we found that you can spend as much 

time worrying about the small minority of people who may abuse your good 

will and intentions as you do about producing good community content. In 

these days of social media, companies that profiteer from communities 

without an equitable contribution will likely suffer more harm than good in the 

eyes of their potential customers and the public at large. In the end all things 

will be equal. We want the work to be as widely used as is possible. 
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How Can You Participate? 

The ISM Community is free for anyone to participate in, collaborate on and 

contribute to, and of course our work is free for anyone to use. You can 

browse the Focus Areas and read each leader’s blog postings keeping everyone 

up to date with activity and status. Each focus area also has a mailing list 

where people discuss and collaborate on projects and ideas. If you are 

interested in collaborating then you can join the mailing list at the Focus Area 

pages and introduce yourself. Please note we don’t accept contributions with 

any strings attached or contributions which can’t be released with our simple 

free licensing model. 

Join the ISM Community 

No one is required to join the ISM Community. Both members and non-

members have equal access to all materials but we do ask you to consider 

joining. The ISM Community is in the process of setting up a US based 503.C 

non-profit organization, which means US companies can join and get some tax 

deductions. All contributions are used to run the project and annual accounts 

will be openly published. Beyond simple infrastructure costs, money will be re-

distributed to the community to develop projects and benefit everyone.  

Here are some general benefits to consider.  

Benefits to Organizations 

Short Term  Long Term  

Improve Business Outcomes  Develop Organizational Capabilities  

Arena for problem solving  Capacity for knowledge driven projects  

Quick answers to questions  Knowledge based alliances  

Reduced time and cost  Understand emerging trends  

More perspectives on problems  Increased retention of talent  

Ability to take risks with backing of community  Forum for ñbenchmarkingò against the rest of the industry  

Use of community driven knowledge resources   

Test the water with new ideas   

 

Benefits to Community Members 

Short Term  Long Term  

Improve Experience of Work  Foster Professional Development  

Help with challenges  Forum for expanding skills  

Access to expertise  Network to keep abreast of the field  

Team work and contribution  Enhanced professional reputation  

Fun of peer groups  Increased marketability and employability  
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Meaningful participation  Strong sense of professional identify  

Sense of belonging   

 

We offer 2 levels of sponsorship / membership and specific details and benefits 

can be found below: 

 Corporate  

 Consulting/Vendors  

 Personal  

Corporate – Many corporations pay to have material and knowledge created 

that they don’t consider a competitive advantage to their core business. Good 

examples are policies and standards or training and awareness material. 

Companies not only have to create this but they also need to maintain and 

update it on their own. Other corporations could benefit from collaborative 

projects which succeed thru community support. 

Corporate sponsorship starts at $10,000 (depending on the size of the projects 

you want to see us undertake) and companies can direct their sponsorship 

money at specific projects. If you are interested in corporate sponsorship or 

are considering undertaking a project that would benefit from community 

support or simply like what we are doing and want to support us please 

contact us. 

Vendor / Consulting – Vendors and consultants who use the material that the 

project creates are encouraged to sponsor the project and become members. 

You will be listed in the sponsors page. Many corporations have indicated to us 

that participation in community projects like the ISM Community is now being 

considered when awarding contracting work t consultants. When awarding 

grants for projects from sponsorship money it is our policy to pay any 

consultants (apart from individual contractors) unless their organization is a 

sponsor. Vendor consulting sponsorship is $5,000 for firms of less than 100 

people and $10,000 for firms of more than 100 people. If you are interested in 

Vendor / Consulting sponsorship or simply like what we are doing and want to 

support us please contact us. 
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Copyright and License 
Copyright: The ISM Community – All Rights Reserved - 2007 

This work is licensed under the Creative Commons Attribution 3.0 License.  

You are free: 

to Share — to copy, distribute and transmit the work  

to Remix — to adapt the work  

Under the following conditions: 

Attribution. You must attribute the work in the manner specified by the author 

or licensor (but not in any way that suggests that they endorse you or your use 

of the work).  

For any reuse or distribution, you must make clear to others the license terms 

of this work.  

Any of the above conditions can be waived if you get permission from the 

copyright holder.  

Nothing in this license impairs or restricts the author's moral rights.  

License 

THE WORK (AS DEFINED BELOW) IS PROVIDED UNDER THE TERMS OF THIS 

CREATIVE COMMONS PUBLIC LICENSE ("CCPL" OR "LICENSE"). THE WORK IS 

PROTECTED BY COPYRIGHT AND/OR OTHER APPLICABLE LAW. ANY USE OF THE 

WORK OTHER THAN AS AUTHORIZED UNDER THIS LICENSE OR COPYRIGHT 

LAW IS PROHIBITED. 

BY EXERCISING ANY RIGHTS TO THE WORK PROVIDED HERE, YOU ACCEPT AND 

AGREE TO BE BOUND BY THE TERMS OF THIS LICENSE. TO THE EXTENT THIS 

LICENSE MAY BE CONSIDERED TO BE A CONTRACT, THE LICENSOR GRANTS 

YOU THE RIGHTS CONTAINED HERE IN CONSIDERATION OF YOUR ACCEPTANCE 

OF SUCH TERMS AND CONDITIONS. 

1. Definitions 
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"Adaptation" means a work based upon the Work, or upon the Work and 

other pre-existing works, such as a translation, adaptation, derivative work, 

arrangement of music or other alterations of a literary or artistic work, or 

phonogram or performance and includes cinematographic adaptations or any 

other form in which the Work may be recast, transformed, or adapted 

including in any form recognizably derived from the original, except that a 

work that constitutes a Collection will not be considered an Adaptation for the 

purpose of this License. For the avoidance of doubt, where the Work is a 

musical work, performance or phonogram, the synchronization of the Work in 

timed-relation with a moving image ("synching") will be considered an 

Adaptation for the purpose of this License.  

"Collection" means a collection of literary or artistic works, such as 

encyclopedias and anthologies, or performances, phonograms or broadcasts, 

or other works or subject matter other than works listed in Section 1(f) below, 

which, by reason of the selection and arrangement of their contents, 

constitute intellectual creations, in which the Work is included in its entirety in 

unmodified form along with one or more other contributions, each 

constituting separate and independent works in themselves, which together 

are assembled into a collective whole. A work that constitutes a Collection will 

not be considered an Adaptation (as defined above) for the purposes of this 

License.  

"Distribute" means to make available to the public the original and copies of 

the Work or Adaptation, as appropriate, through sale or other transfer of 

ownership.  

"Licensor" means the individual, individuals, entity or entities that offer(s) the 

Work under the terms of this License.  

"Original Author" means, in the case of a literary or artistic work, the 

individual, individuals, entity or entities who created the Work or if no 

individual or entity can be identified, the publisher; and in addition (i) in the 

case of a performance the actors, singers, musicians, dancers, and other 

persons who act, sing, deliver, declaim, play in, interpret or otherwise perform 

literary or artistic works or expressions of folklore; (ii) in the case of a 

phonogram the producer being the person or legal entity who first fixes the 
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sounds of a performance or other sounds; and, (iii) in the case of broadcasts, 

the organization that transmits the broadcast.  

"Work" means the literary and/or artistic work offered under the terms of this 

License including without limitation any production in the literary, scientific 

and artistic domain, whatever may be the mode or form of its expression 

including digital form, such as a book, pamphlet and other writing; a lecture, 

address, sermon or other work of the same nature; a dramatic or dramatico-

musical work; a choreographic work or entertainment in dumb show; a musical 

composition with or without words; a cinematographic work to which are 

assimilated works expressed by a process analogous to cinematography; a 

work of drawing, painting, architecture, sculpture, engraving or lithography; a 

photographic work to which are assimilated works expressed by a process 

analogous to photography; a work of applied art; an illustration, map, plan, 

sketch or three-dimensional work relative to geography, topography, 

architecture or science; a performance; a broadcast; a phonogram; a 

compilation of data to the extent it is protected as a copyrightable work; or a 

work performed by a variety or circus performer to the extent it is not 

otherwise considered a literary or artistic work.  

"You" means an individual or entity exercising rights under this License who 

has not previously violated the terms of this License with respect to the Work, 

or who has received express permission from the Licensor to exercise rights 

under this License despite a previous violation.  

"Publicly Perform" means to perform public recitations of the Work and to 

communicate to the public those public recitations, by any means or process, 

including by wire or wireless means or public digital performances; to make 

available to the public Works in such a way that members of the public may 

access these Works from a place and at a place individually chosen by them; to 

perform the Work to the public by any means or process and the 

communication to the public of the performances of the Work, including by 

public digital performance; to broadcast and rebroadcast the Work by any 

means including signs, sounds or images.  

"Reproduce" means to make copies of the Work by any means including 

without limitation by sound or visual recordings and the right of fixation and 
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reproducing fixations of the Work, including storage of a protected 

performance or phonogram in digital form or other electronic medium.  

2. Fair Dealing Rights. Nothing in this License is intended to reduce, limit, or 

restrict any uses free from copyright or rights arising from limitations or 

exceptions that are provided for in connection with the copyright protection 

under copyright law or other applicable laws. 

3. License Grant. Subject to the terms and conditions of this License, Licensor 

hereby grants You a worldwide, royalty-free, non-exclusive, perpetual (for the 

duration of the applicable copyright) license to exercise the rights in the Work 

as stated below: 

to Reproduce the Work, to incorporate the Work into one or more Collections, 

and to Reproduce the Work as incorporated in the Collections;  

to create and Reproduce Adaptations provided that any such Adaptation, 

including any translation in any medium, takes reasonable steps to clearly 

label, demarcate or otherwise identify that changes were made to the original 

Work. For example, a translation could be marked "The original work was 

translated from English to Spanish," or a modification could indicate "The 

original work has been modified.";  

to Distribute and Publicly Perform the Work including as incorporated in 

Collections; and,  

to Distribute and Publicly Perform Adaptations.  

For the avoidance of doubt: 

Non-waivable Compulsory License Schemes. In those jurisdictions in which the 

right to collect royalties through any statutory or compulsory licensing scheme 

cannot be waived, the Licensor reserves the exclusive right to collect such 

royalties for any exercise by You of the rights granted under this License;  

Waivable Compulsory License Schemes. In those jurisdictions in which the 

right to collect royalties through any statutory or compulsory licensing scheme 

can be waived, the Licensor waives the exclusive right to collect such royalties 

for any exercise by You of the rights granted under this License; and,  
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Voluntary License Schemes. The Licensor waives the right to collect royalties, 

whether individually or, in the event that the Licensor is a member of a 

collecting society that administers voluntary licensing schemes, via that 

society, from any exercise by You of the rights granted under this License.  

The above rights may be exercised in all media and formats whether now 

known or hereafter devised. The above rights include the right to make such 

modifications as are technically necessary to exercise the rights in other media 

and formats. Subject to Section 8(f), all rights not expressly granted by Licensor 

are hereby reserved. 

4. Restrictions. The license granted in Section 3 above is expressly made 

subject to and limited by the following restrictions: 

You may Distribute or Publicly Perform the Work only under the terms of this 

License. You must include a copy of, or the Uniform Resource Identifier (URI) 

for, this License with every copy of the Work You Distribute or Publicly 

Perform. You may not offer or impose any terms on the Work that restrict the 

terms of this License or the ability of the recipient of the Work to exercise the 

rights granted to that recipient under the terms of the License. You may not 

sublicense the Work. You must keep intact all notices that refer to this License 

and to the disclaimer of warranties with every copy of the Work You Distribute 

or Publicly Perform. When You Distribute or Publicly Perform the Work, You 

may not impose any effective technological measures on the Work that restrict 

the ability of a recipient of the Work from You to exercise the rights granted to 

that recipient under the terms of the License. This Section 4(a) applies to the 

Work as incorporated in a Collection, but this does not require the Collection 

apart from the Work itself to be made subject to the terms of this License. If 

You create a Collection, upon notice from any Licensor You must, to the extent 

practicable, remove from the Collection any credit as required by Section 4(b), 

as requested. If You create an Adaptation, upon notice from any Licensor You 

must, to the extent practicable, remove from the Adaptation any credit as 

required by Section 4(b), as requested.  

If You Distribute, or Publicly Perform the Work or any Adaptations or 

Collections, You must, unless a request has been made pursuant to Section 

4(a), keep intact all copyright notices for the Work and provide, reasonable to 
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the medium or means You are utilizing: (i) the name of the Original Author (or 

pseudonym, if applicable) if supplied, and/or if the Original Author and/or 

Licensor designate another party or parties (e.g., a sponsor institute, publishing 

entity, journal) for attribution ("Attribution Parties") in Licensor's copyright 

notice, terms of service or by other reasonable means, the name of such party 

or parties; (ii) the title of the Work if supplied; (iii) to the extent reasonably 

practicable, the URI, if any, that Licensor specifies to be associated with the 

Work, unless such URI does not refer to the copyright notice or licensing 

information for the Work; and (iv) , consistent with Section 3(b), in the case of 

an Adaptation, a credit identifying the use of the Work in the Adaptation (e.g., 

"French translation of the Work by Original Author," or "Screenplay based on 

original Work by Original Author"). The credit required by this Section 4 (b) 

may be implemented in any reasonable manner; provided, however, that in 

the case of a Adaptation or Collection, at a minimum such credit will appear, if 

a credit for all contributing authors of the Adaptation or Collection appears, 

then as part of these credits and in a manner at least as prominent as the 

credits for the other contributing authors. For the avoidance of doubt, You 

may only use the credit required by this Section for the purpose of attribution 

in the manner set out above and, by exercising Your rights under this License, 

You may not implicitly or explicitly assert or imply any connection with, 

sponsorship or endorsement by the Original Author, Licensor and/or 

Attribution Parties, as appropriate, of You or Your use of the Work, without the 

separate, express prior written permission of the Original Author, Licensor 

and/or Attribution Parties.  

Except as otherwise agreed in writing by the Licensor or as may be otherwise 

permitted by applicable law, if You Reproduce, Distribute or Publicly Perform 

the Work either by itself or as part of any Adaptations or Collections, You must 

not distort, mutilate, modify or take other derogatory action in relation to the 

Work which would be prejudicial to the Original Author's honor or reputation. 

Licensor agrees that in those jurisdictions (e.g. Japan), in which any exercise of 

the right granted in Section 3(b) of this License (the right to make Adaptations) 

would be deemed to be a distortion, mutilation, modification or other 

derogatory action prejudicial to the Original Author's honor and reputation, 

the Licensor will waive or not assert, as appropriate, this Section, to the fullest 
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extent permitted by the applicable national law, to enable You to reasonably 

exercise Your right under Section 3(b) of this License (right to make 

Adaptations) but not otherwise.  

5. Representations, Warranties and Disclaimer 

UNLESS OTHERWISE MUTUALLY AGREED TO BY THE PARTIES IN WRITING, 

LICENSOR OFFERS THE WORK AS-IS AND MAKES NO REPRESENTATIONS OR 

WARRANTIES OF ANY KIND CONCERNING THE WORK, EXPRESS, IMPLIED, 

STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION, WARRANTIES 

OF TITLE, MERCHANTIBILITY, FITNESS FOR A PARTICULAR PURPOSE, 

NONINFRINGEMENT, OR THE ABSENCE OF LATENT OR OTHER DEFECTS, 

ACCURACY, OR THE PRESENCE OF ABSENCE OF ERRORS, WHETHER OR NOT 

DISCOVERABLE. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF 

IMPLIED WARRANTIES, SO SUCH EXCLUSION MAY NOT APPLY TO YOU. 

6. Limitation on Liability. EXCEPT TO THE EXTENT REQUIRED BY APPLICABLE 

LAW, IN NO EVENT WILL LICENSOR BE LIABLE TO YOU ON ANY LEGAL THEORY 

FOR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY 

DAMAGES ARISING OUT OF THIS LICENSE OR THE USE OF THE WORK, EVEN IF 

LICENSOR HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 

7. Termination 

This License and the rights granted hereunder will terminate automatically 

upon any breach by You of the terms of this License. Individuals or entities who 

have received Adaptations or Collections from You under this License, 

however, will not have their licenses terminated provided such individuals or 

entities remain in full compliance with those licenses. Sections 1, 2, 5, 6, 7, and 

8 will survive any termination of this License.  

Subject to the above terms and conditions, the license granted here is 

perpetual (for the duration of the applicable copyright in the Work). 

Notwithstanding the above, Licensor reserves the right to release the Work 

under different license terms or to stop distributing the Work at any time; 

provided, however that any such election will not serve to withdraw this 

License (or any other license that has been, or is required to be, granted under 
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the terms of this License), and this License will continue in full force and effect 

unless terminated as stated above.  

8. Miscellaneous 

Each time You Distribute or Publicly Perform the Work or a Collection, the 

Licensor offers to the recipient a license to the Work on the same terms and 

conditions as the license granted to You under this License.  

Each time You Distribute or Publicly Perform an Adaptation, Licensor offers to 

the recipient a license to the original Work on the same terms and conditions 

as the license granted to You under this License.  

If any provision of this License is invalid or unenforceable under applicable law, 

it shall not affect the validity or enforceability of the remainder of the terms of 

this License, and without further action by the parties to this agreement, such 

provision shall be reformed to the minimum extent necessary to make such 

provision valid and enforceable.  

No term or provision of this License shall be deemed waived and no breach 

consented to unless such waiver or consent shall be in writing and signed by 

the party to be charged with such waiver or consent.  

This License constitutes the entire agreement between the parties with respect 

to the Work licensed here. There are no understandings, agreements or 

representations with respect to the Work not specified here. Licensor shall not 

be bound by any additional provisions that may appear in any communication 

from You. This License may not be modified without the mutual written 

agreement of the Licensor and You.  

The rights granted under, and the subject matter referenced, in this License 

were drafted utilizing the terminology of the Berne Convention for the 

Protection of Literary and Artistic Works (as amended on September 28, 1979), 

the Rome Convention of 1961, the WIPO Copyright Treaty of 1996, the WIPO 

Performances and Phonograms Treaty of 1996 and the Universal Copyright 

Convention (as revised on July 24, 1971). These rights and subject matter take 

effect in the relevant jurisdiction in which the License terms are sought to be 

enforced according to the corresponding provisions of the implementation of 
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those treaty provisions in the applicable national law. If the standard suite of 

rights granted under applicable copyright law includes additional rights not 

granted under this License, such additional rights are deemed to be included in 

the License; this License is not intended to restrict the license of any rights 

under applicable law.  

Creative Commons Notice 

Creative Commons is not a party to this License, and makes no warranty 

whatsoever in connection with the Work. Creative Commons will not be liable 

to You or any party on any legal theory for any damages whatsoever, including 

without limitation any general, special, incidental or consequential damages 

arising in connection to this license. Notwithstanding the foregoing two (2) 

sentences, if Creative Commons has expressly identified itself as the Licensor 

hereunder, it shall have all rights and obligations of Licensor. 

Except for the limited purpose of indicating to the public that the Work is 

licensed under the CCPL, Creative Commons does not authorize the use by 

either party of the trademark "Creative Commons" or any related trademark or 

logo of Creative Commons without the prior written consent of Creative 

Commons. Any permitted use will be in compliance with Creative Commons' 

then-current trademark usage guidelines, as may be published on its website 

or otherwise made available upon request from time to time. For the 

avoidance of doubt, this trademark restriction does not form part of this 

License. 

Creative Commons may be contacted at http://creativecommons.org/. 

To view a copy of this license, visit 

http://creativecommons.org/licenses/by/3.0/ or send a letter to Creative 

Commons, 171 Second Street, Suite 300, San Francisco, California, 94105, USA. 

http://creativecommons.org/

